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Phishing Expeditions on Google Chrome for Mobile
Jim Fisher had developed a new phishing scam to exploit Google Chrome mobile browser users. He calls it the ‘Inception Bar’. The scam involves mimicking capabilities to disguise itself as one of the user’s trusted websites, with a fake address bar. The ‘Inception Bar’ is also equipped with capabilities to trap any victims who click on the fake web page. While trapped, those using this scam technique get access to the victim’s password and sensitive information. Google is yet to confirm whether they have a fix for the problem. 
The developer posted about the ‘Inception Bar’ exploitation capabilities on his blog, gives a detailed log of how to adopt coding parameters and mix them up with screenshots to engage victims in a phishing expedition. The scam itself is particular to users of chrome on android mobiles. The scam involves an address bar that is fake from a trusted website by the user equipped with a SSL badge, which tricks users of the credibility and authenticity of the link. The users have the impression that the page is safe. Normally, when scrolling using Google Chrome on an android phone, the address but disappears but reappears once the user starts scrolling upwards (Pero, 2019). 
Jim’s phishing capitalizes on this to trap the user in a ‘scrolling jail’ where the user is hosted on a page within a page and any attempts to scroll back up traps them further into a phony page. The name of the expedition arose from the concept of a phony page within a page. The demonstration by the developer involved a developed fake HSBC Bank address, but can be manipulated and customized for the browser that the scammers detect. A determined scammer could opt not to give up after the first try and get another chance when the user changes websites.
Google updated its ‘Safe Browsing’ technology which is set up to capture any login details in an attempt to highlight potential phishing websites. This security feature predictively actively restricts users from keying in to much personal details that might end up being used in attacks. The feature protects the details saved on google accounts, and by linking other mobile applications to Chrome, the Chrome’s password manager extends this security features to those other applications (McCresnor, 2017). Another security feature adopted by google is the Advanced Protection Programme for Gmail that provides a security key via Bluetooth to access Gmail on a mobile phone. The security provided by this introduction makes use of public-key cryptography and digital signatures, coupled with the password to access the account. For scammers to sign in, they would require both the key and the password. 
Google Chrome also stores sites of malicious websites on client’s devices and actively prevents from access such sites, and also warns of any downloads from the same. Google Chrome adopts the use of sandboxing technique as an added layer of security. Every tab accesses within the device is executed as an isolated virtual environment where they are limited from making permanent changes to the system (Dunn, 2018). In the case where the operations of one tab are infected, the other tabs can run smoothly. Google has made significant strides to protect itself from phishing expedition such as restricting and limiting access to embedded browsers, and inclusive of other features that warn the users when they are browsing a particularly ‘potentially harmful’ website. The protection efforts adopted are inclusive of hosts of emerging security features.
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